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Keywords: In digitization, judicial investigations have transitioned towards digital storage of forensic shreds of evidence
Blockchain as electronic law records (ELRs). The shift poses varied challenges of ELR preservation, homogeneity of
Electronic law records case formats, chronology in recorded statements by suspects, time-stamping and digital signatures on ELRs,
Governance

and the chain of transfer of cases to different law enforcement agencies (LEAs) over open channels. Thus,
privacy and trust among judicial stakeholders-case appellant (CA), case defendant (CD), the police officer
(PO), defence lawyer (DL), prosecutor lawyers (PL), LEAs, and court judge is a prime concern. Motivated
from the aforementioned discussions, the paper presents a blockchain (BC)-based ELR management scheme,
NyaYa, that operates as a four-phased scheme of judicial stakeholder registration in BC, case registration with
meta-hash keys in public BC, that reference an external off-chain interplanetary file storage (IPFS), chronology
of investigative updates among LEAs, and case hearing and settlement through smart contracts (SCs). In the
simulation, NyaYa is compared to traditional ELR storage schemes for parameters like mining cost, query
fetching time, block processing time, obtained IPFS throughput, signing latency, the effect of collusion attacks,
ELR processing time, and corrupted indexes in IPFS. We also presented formal verification and proposed
functionalities of SCs. In simulation, at 6 USD mining cost, NyaYa can append 22456 transactions, compared
to 21497 and 3000 transactions respectively in existing schemes. The achieved query fetching time is 0.852
milli-seconds (ms), at 25 blocks, with cache support of 32 kilobyte (KB). The scheme has an average signing
latency of 622.95 ms, and achieves a high-trust probability of 0.887 %, compared to 0.765 % in consortium BC,
and 0.455 % in private BC, at 500, colluding nodes. An improvement of 6.77 % is achieved in ELR uploading
latency, and the scheme has only 21 corrupted IPFS indexes for 350 fetched ELRs. The obtained results indicate
the efficacy of the proposed scheme against conventional schemes.

Judicial investigations
Smart contracts

1. Introduction predicted statistics reflect the inherent load on the judicial sector and

induced centralization of proceedings which adds up the processing

With the advent of digitization, the paradigm has shifted from phys- latency, even in the presence of ELRs.

ical papers to e-documents. In the judicial system, the law and gover-
nance have also adapted themselves to the change in filing records. The
version, named electronic law records (ELRs), includes the recorded
statements of different persons, and cases accused, and prime suspects
based on legal trials. The legal trials, based on evidence, filed the first

As mentioned, ELRs have induced faster file movements of case
files, sequenced through case numbers, among law stakeholders like
petitioner (CA), accused (CD), PO, lawyers (PL/DL), different LEAs, and
courts. In addition, ELRs also save space over traditional paperwork,

investigation report (FIR) by CA, form a chronology of investigative manual storage hassles, and thus increases staff efficiency. It improves
events, and records the updates on ELRs. However, due to strict poli- the public access of records, that allows real-time updates during the
cies, norms, and reduced manpower in investigative agencies appointed investigative cycle by federal agencies. However, the ELR records in
by the government, many cases are pending either for investigation or digital form are stored in centralized government servers and are
in fair trials. As per statistics by National Judicial Data Grid (NJDC) of thus prone to high-end user latency of querying cases (through case
India [1], by 2030, it is expected that overall pending cases (including numbers), due to the bulk of stored cases in digital form. Moreover,

all courts and talukas) would rise to 56.77%, for fair investigative

. - " ’ centralized servers are prone to single-point failures, and also are
trials, or case hearings. Fig. 1(a) presents the details of the same. The
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(a) Expected rise in pending trials and law cases by (b) Challenges faced by current law investigation agen- (c) Global Blockchain adoption in Law enforcement mar-

kets [3]

Fig. 1. Current challenges faced by law markets and potential blockchain based adoptions.

2030 [1] cies [2]
Table 1
Abbreviations and their meanings.
Abbreviations Meaning
CA Case Appellant
CD Case Defendant
DL Defence Lawyer
ELR Electronic Law Records
FIR First Investigation Report
IPFS Interplanetary File System
LEA Law Enforcement Agency
PL Prosecution Lawyer
PO Police Officer
Table 2
Notation and their meanings.
Notations Meaning Notations Meaning
Clea LEA Ds,,, Digital signature on ith e,
[ CA B, Block representation
ey CD W, Wallet entity
[ PO A, Account detail of e
ey DL K, Public QR
e, PL S, Signature of e
e Chief Justice T,f Timestamp
e, Law Admin M, Merkle root
e Entity set R, Registration of e
Cerr Comprehensive ELR DS, Digital sign of e,
M., Metadata on kth case PK,, Private key of e,
H, Hash function on kth data U; Update of kth data for ith ¢,
K, Hashed key u Cache size

honeypots for security attacks by malicious adversaries like denial-of-
service, alteration, and impersonation of public identity. As the ELRs
are highly sensitive and confidential, centralized storage is not a viable
solution. Moreover, the former is faced with inherent challenges of
ambiguities of draft versions, authorization by digital timestamps, and
format inconsistencies. Once CA files the case, the records are times-
tamped on centralized government servers that are prone to privacy
and security attack vectors, as aforementioned. Also, there might be
collusion among multiple parties, which might change the investigative
discourse through ELR tampering. Thus, forensics requires a complete
revamp and distributed ELRs servers are designed to mitigate the attack
vectors and eliminate the end-user query latency. However, the issue of
collusion attacks is yet not addressed that might result in the manipula-
tion of the outcome of the investigation due to enormous data exchange
between cloud, user and Internet-of-Things (IoT) devices [2].

Thus, ELRs suffer from authorized transparency, chronology, and trust
issues of a sequence of investigative events, making the court hearings
be manipulated against an honest identity. Lenk et al. [3] presented

the challenges as case-study of foreign investments and settlements for
European Union (EU). The details are presented in Fig. 1(b).

Thus, in law investigations and judicial proceedings, blockchain
(BC) can be a potential solution provider to leverage immutably ver-
sioned controlling of ELRs, and ensure trust among judicial stakehold-
ers [4]. BC also eliminates the issues of existing distributed storage
ecosystems and addresses the vulnerabilities like data loss, disk failures,
and trust against adversarial attacks. The capability to secure trans-
actions authorized access, decentralization and immutability through
blockchain ensures legitimacy and integrity of digital evidence for
admissibility of the latter in the court of law. In judicial investigations,
a public BC is a more preferred approach, so that it ensures maximum
decentralization, trust, anonymity, and security. Public chains, owing
to the large chain size, allows a collusion-free network as dishonest
miners require a large amount of computational power to control more
than 50% of the network. In Proof-of-Work (PoW) sense, this means
that miners have to solve the difficulty problem, and have to modify
block nonces in a short span, before a new correct block is ordered,
to ensure validation in the network. Thus, public BC allows fairness in
block ordering, compared to private and consortium chains, which can
be controlled through collusion among a set of registered nodes A pub-
lic chain will induce maximum security, anonymity, transparency and
a corruption-free network with the freedom to maximize framework
throughput.

As per the study of BC-adoption in legal issues [5], the use cases
of BC-in law infrastructure is presented in Fig. 1(c). However, BC
leverages trust and chronology to ELRs, but public chains are limited
by storage limits. With the bulk of ELRs, storing data on a public
chain is not scalable, and introduces high latency, and lowers the
transactional throughput. For the same, authors have mentioned ap-
proaches of resilient network infrastructures [6], or storage as off-chain
interplanetary file system (IPFS) storage [7]. Only meta-information
can be stored in on-chain, with indexed reference to IPFS to maintain
scalability. IPFS allows the exchange of large data using peer-to-peer
communication and fast file searching using Merkle direct acyclic
graph (DAG) approach [8]. This reduces the overall load, and more
transactions can be processed in the BC network. Table 1 presents the
list of abbreviations used in the paper and Table 2 presents the list of
notations.

1.1. Motivation

Motivated from the aforementioned discussions, in this paper, we
present a BC-based law-investigation scheme, NyaYa, that uses a public
BC with IPFS off-chain storage to maintain and manage the ELRs. The
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scheme addresses the gaps of earlier approaches by addressing an end-
to-end transparent and chronological access system that allows all reg-
istered stakeholders to view and access data. The meta-information of
ELRs is only stored in the public on-chain, and the record is referenced
through case number, which is the hash object of the corresponding
record in IPFS. All the users can view the public chain, the public chain,
but only registered stakeholders, can access the IPFS record through
the IPFS hash object, and private IPFS key, once they are registered
and authorized by federal stakeholders. With the combination of the
IPFS hash object, and IPFS private key, a registered user can access the
case records, thereby maintaining the user privacy, and integrity of law
records. Through proper authorization keys and access-control policies,
stakeholders like PO and LEAs can update the ELR records to indicate
new investigative findings. Thus, NyaYa ensures transparency and se-
curity, with data redundancy and disk failures eliminated through IPFS.
In case of case closure and after case decision by the court of law, the
evicted can be penalized for financial settlements through seamless SCs
between CA and CD.

1.2. Contributions

» A BC-based ELR management and access scheme to ensure trans-
parency and chronology in law investigations.

A proposed FIR registration algorithm is proposed for CA that
is digitally time-stamped by PO and meta-information is stored
in BC, with case details stored in IPFS as off-chain, accessed
through an indexed hash key and private credentials of authorized
stakeholders. This improves the scalability of on-chain operations.
A record-fetching algorithm is proposed for ELRs, starting from
genesis block in BC, with updates in law investigations by LEAs
managed through meta-information and reflected in IPFS. Also,
SCs are proposed that ensure seamless payments by accused
parties to the aggrieved party.

1.3. Article structure

The paper is organized into five sections. Section 2 presents the
existing state-of-the-art schemes. Section 3 discusses the BC-based sign-
encryption scheme for secure data exchange at gateway nodes. Sec-
tion 4 presents the performance evaluation of the scheme against
existing conventional approaches. Finally, Section 5 concludes the pa-
per.

2. Key terminologies and related work

The section presents the discussion on the key terminologies and
discusses the comparative analysis of the state-of-the-art schemes.

2.1. Key terminologies

The section presents a discussion on the basics of BC, Mining and
consensus schemes, IPFS, and SC. The details are now presented as
follows.

2.1.1. Blockchain

BC is a distributed ledger technology that maintains series of events
or transactions chronologically. Fig. 2 presents the key entities and
benefits of the BC-based ledgers. The added blocks are hashed through
standard cryptographic hash primitives, making the ledger immutable
and transparent for all authorized stakeholders. BC has found specific
use-cases in finance, healthcare, cloud, and edge infrastructure security,
tourism, and education sector [9]. As the entities in BC interact with
the shared copy of the distributed ledger, there are no third-party
intermediaries, and thus BC leverages trust in the overall ecosystem.
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Fig. 2. Schematics of the BC Network.

An adversary in the shared network cannot manipulate the trans-
actions recorded in blocks, as the current block hash is linked to the
previous block hash. Thus any alteration would make the entire chain
invalid. In such cases, the cryptographic hash of all the subsequent
blocks would change, and the manipulation would be identified, and
the source of change would be chronologically identified.

2.1.2. Mining and consensus protocols

In BC, miner entities validate the added transactions in blocks. To
add the block, the miners must solve a difficult problem with the output
random nonce value lower than the acceptable target hash. All the
miner entities are in contention to solve the difficult problem. The
miner entity capable of solving the problem first gets the chance to add
the block and is rewarded through incentives. To solve the difficulty
problem, miners require high computational power and storage to
run the cryptographic algorithm. Once the block is added to the BC
network, other network nodes verify the newly added block through a
known consensus protocol. Through consensus, all the distributed peers
in BC reach a common agreement about the chain ledger’s current state,
and thus it achieves trust in the ecosystem. The consensus mechanism
guarantees that the newly added block is validated, and the chain state
is global and the recent version is consistent across all nodes. Different
types of consensus protocols exist like proof-of-work, proof-of-stake,
proof-of-authority, and many others. Bodkhe et al. [10] presented a
detailed discussion of the different consensus protocols along with
the specific use cases and applications. The choice of a given consen-
sus protocol depends explicitly on the network requirements, specific
to the bandwidth and end-latency requirements, and the amount of
achievable decentralization by the concerned application.

2.1.3. Interplanetary file systems

Centralized databases are faced with inherent challenges of single-
point storage, high bandwidth, query-fetch latency, and security and
privacy-based attack vectors by a malicious entity. Thus, to address
these challenges, IPFS provides a distributed and consistent ledger to
store and share data that leverages easy access and replications. To
achieve the same, IPFS provides content-based addressing as compared
to address-based addressing by the conventional databases. Through
content-based addressing, location transparency is maintained, saving
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Table 3

Comparison of different distributed data storage system.
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Operation life cycle

IPFS

Sia

Filebase

Storj

Arweave

Data creation

No impediment

No impediment

No impediment

No impediment

No impediment

Data modification

Different versions
created on updation
that can be
managed by file
object pointer

No indication for
version control

No indication for
version control

No indication for
version control

Separate file need
to add for tracking
different version

Metadata
classification

Metadata for
pointers only

No indication to
add metadata

User defined
metadata can be
added

Metadata for
pointers of file

No clear indication
to add metadata

Storage security

Encryption on file

Encryption on file

Encryption on file

Encryption on file

Encryption on file

Data authenticity

Unique identifier
confirms it

Unique identifier
confirms it

Allows content to
be private

Unique identifier
confirms it

Unique identifier
confirms it

Data retrieval

With unique hash

Files can be shared
and downloaded

Unique URL as well
share the file

User credential to
share and access

By sharing the link
of resources

Data retention

Console allows

Console allows

Console allows

Can delete the file

Permanently stored

deletion deletion

deletion

\m Part2

Hash Key:0x4B4EC. 88D  Hash Key:0x34EE....89E

| N\ |

\m Part3 k\m Part4

Hash Key:0x24CC...8BC  Hash Key:0xA4EC....8A4

Data: Link|[e ¢ « ¢ |

Hash Key:0x64EC....88C

Fig. 3. Referencing of file objects in IPFS.

the sharing servers from denial-of-service and hijacking attacks. IPFS
also reduces data redundancy as multiple users store the same data or
file on the network, which would be considered the same resource for
all users with the shared key. Files or data are stored in the IPFS as an
object, and the IPFS object can store up to 256 KB of data. In case the
size of data exceeds the defined limit, an IPFS linkage is created and
the addresses of other IPFS object is stored through the pointer links.
Fig. 3 presents the linkage structure of an IPFS file object. In multimedia
streaming applications, audio and video contents are split into multiple
frames, and frames are collected and added to an IPFS object. Once the
frames’ data size exceeds 256 KB, a reference pointer is set up to an
empty IPFS object node, and the frames are stored in that node.

In essence, IPFS combines multiple technologies such as distributed
hash tables (DHT), block exchange systems, and version control sys-
tems. Thus, IPFS objects can be combined with BC, where the IPFS
hash can be stored as an external reference in blocks to fetch the data
records. Moreover, BC leveraged with IPFS to address data storage
challenges in cloud computing platforms, combined with advantages
of low latency, improved data privacy, and accessibility.

Transactions on BC consists of files, audio, video and pictures, and
with the rise of BC and distributed ledger technology there is a need to
address what to store on-chain and off-chain. Data might contain some
personal information that needs to keep safe and secure. Moreover, it
is also important to check whether the information is disposed of after
a specific retention time. The main challenges of BC include retention
and disposition of data from the chain as the system is immutable, so
we need a distributed system to store important information securely.
Table 3 provides the comparison of IPFS with other distributed storage
systems.

2.1.4. Smart contract
SC can be considered self-executing code logic executed between
transacting entities based on predefined rules of agreements or events.

As SCs only execute when the predefined criteria are met, they cannot
be tampered with by an adversary.

Once a contract is executed, the transaction is validated and added
to BC, visible to every node in the network. Thus, SC eliminates the
requirements of third-part settlements, like in the case of financial
ecosystems. SC allows users to effectively manage their assets and
define the specified rights for their assets. Thus, it provides a public
and verifiable logic, with easy maintenance and governance in a peer-
to-peer network. In applications, such as supply-chain ecosystems, SC
leverages automated payments among each transacting entity in the
chain once the goods are transferred from one point to another. Thus,
it forms a decentralized and automated ecosystem. SC can be deployed
through Ethereum based platforms and is written in programming
languages like C++, JavaScript, Solidity, and Rholang. In the case of
permissioned BC, the contracts are executed in isolated containers or
dockers to prevent public access and are referred to as chain codes.
To execute an SC, a certain amount of transaction cost, or gas, is
required. The users are charged for the gas according to the current
gas price for each unit. SC is Turing complete and allows verifiable
programming logic with no illegal branch and looping conditions. Thus,
Turing complete SC has no movable parts and can be executed directly
through decentralized platforms, or DApps, without the requirement of
a separate deployment.

2.2. Related work

This section presents the existing state-of-the-art schemes proposed
by the authors. Chopade et al. [15] proposed a BC framework to store
the forensic shreds of evidence. The scheme uses Base64 encryption
techniques to transfer the evidence securely from one participant to
another. However, there is a series of evidence findings in the on-chain
process, which unnecessarily increases the cost of mining operations.
Hossain et al. [11] proposed Probe-IoT, a framework for IoT based sys-
tem that collects information from the different entities in the network
(IoT devices, clouds, users) and securely adds to BC. The entities use
encryption to validate signatures between different processing entities.
The approach eliminates single entity control of information in the
system. Billard et al. [12] provides the details of the framework to
store e-evidences in a digital inventory for ease of identification of
the chain of records in a forensic investigation. The author utilizes
three data structures that comprise BC, forensic rating and time-tagging
events of the e-evidence. Hardwick et al. [13] describes BC and smart
contract-based tender bidding process that will enhance transparency
and fairness in all government tenders. The authors use ethereum BC
application programming interface (API) and Truffle JS decentralized
environment for computational performance and gas cost.
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Table 4
Comparative table for existing approaches used in forensic investigation using Blockchain.

Authors Year Objective 1 2 Pros Cons

Hossain et al. [11] 2018 IoT-based framework with Y N A BC-based provenance Analysis and computational
public ledger for factual data scheme to store peer evidence efficiency for energy and
in crime investigations transactions by IoT devices storage requirements is not

mentioned.

Billard et al. [12] 2018 An evidence-based confidence Y N Through weighted heuristics, Does not provide the precise
rating scheme with forensic able to check validity of the confidence rating for the
weights in BC evidence evidence.

Hardwick et al. [13] 2018 Transparent and Fair Y N Through BC, the e-tender Multi-party stakeholders
technique for government becomes fully autonomous, consensus is not considered.
e-tendering process on BC and payment automation is

carried through SC

Hossain et al. [2] 2018 IoT-based framework for Y N Through decentralized control, The authors have considered
forensic investigation on redundancy and resilience are case-study with limited
public ledgers added to failure storage comparisons, more

points, increasing the comprehensive evaluation is
framework availability not presented.

Brotsis et al. [14] 2019 A Blockchain base framework Y N BC-based smart home Post evidence collection,
for preservation of Forensic evidence collection framework consensus mechanisms are not
Evidence in IoT Environments with data maintained in IPFS proposed.

as off-chain that improves the
scalability of chain
transactions

Chopade et al. [15] 2019 A BC-based framework based Y N Transparency and Data stored as on-chain,
for forensic evidences immutability of investigations which is not scalable due to

limited memory.

Liu et al. [16] 2020 A BC-based decentralized Y N Service data are functionally Simulation and evidence based
service computing paradigm application-independent to results needs to be presented.
for data governance life cycle allow dynamic operations and

is owner controlled

Li et al. [17] 2020 A BC-based privacy-preserving Y Y Short and efficient randomized The model assumes a
witness evidence collection signature algorithms are proof-of-stake consensus, so it
scheme for judicial proposed for authorization, not scalable with growing
investigations with voting among jury legal networks.

members to achieve case
decision consensus

Zhang et al. [18] 2020 A light-weight consensus N N Two path routing strategy is High routing and signing
protocol for industrial IoT to used in the transmission to overheads.
ensure secure data achieve data consistency and
transmission also ensure the safety and

reliability of the data.

Dorii et al. [19] 2020 A lightweight BC-based Y N Scheme provide end-to-end The algorithm assumes a
scalable scheme for security security and is highly distributed transaction
and anonymity in IoT optimized for IoT requirement throughput, that induces

processing latency at end
applications.

Kumar et al. [20] 2021 An IoT and BC based Y N Scheme is advantageous is The framework assumes the
framework for evidence terms of complexity, gas and privacy aspects are preserved
gathering and communications energy consumption as well as inherently.

& digital forensic evidence resource utilization
management

Wang et al. [21] 2021 A privacy protection scheme Y Y Access control scheme is The scheme assumes constant
for telemedicine diagnosis optimum in terms of data retrieval and does not
using double BC for remote interaction, communication focus on energy, storage,
medical diagnosis and data cost and throughput privacy requirements.
security

Awuson-David et al. [22] 2021 A BC-based framework to Y N Advantageous in terms of Implementation on virtual

forensically maintain integrity
of log evidence in cloud

trustworthiness, easy log
retrieval from cloud,
geolocations, time-stamping

platform and unavailability of
global standard BC framework.

1 - Transparency, 2 - Off-chain (IPFS), 3 - Security Analysis, 4 - Chronology, 5 - Signing Latency, Y shows parameter is considered, N shows parameter is not considered.

Hossain et al. [2] proposed FiF-IoT, a public BC-based forensic
investigation framework that collects and stores evidence from various
IoT systems. The security analysis shows the efficiency of architecture
against collusion detection. The experimental results dictate negligi-
ble impacts in overall delay as well as energy consumption which
proves the efficacy of the proposed architecture. Brotsis et al. [14]
proposed Cyber-Trust blockchain (CBT) to capture and store evidence

(metadata) from IoT environment in smart homes, factories, offices etc.
and interfaces with various law entities, ISPs using smart contract. The
system is built on Hyperledger Fabric and replaces the chain-of-custody
(CoC) process of recording the chronological history of digital shreds of
evidence. Liu et al. [16] incorporates BC-based architecture in service
computing and data governance applications mainly to decouple data
generation points and enable decentralization in all data governance
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activities. The authors propose a six-layer architecture and described
the role/working principle as well as design challenges for each layer.
Although BC provides security and anonymity in IoT, challenges such
as bandwidth, latency, complexity, and scalability play an important
role.

To handle such issues, Dorri et al. [19] presented a lightweight
consensus algorithm for IoT, which nearly eliminate the need of solving
the cryptographic puzzle before adding a block in the BC, and with this
processing time for adding a new block in the chain can be reduced.
Zhang et al. [18] proposed a consensus protocol for IoT and smart
city applications that use distributed ledger and uses dual-path routing
strategy to provide data consistency in data transmission. Li et al. [17]
proposed an architecture to maintain the privacy of the witness in the
process of collecting forensic evidence and the jury in the court trial at
the time of voting for a specific case. A randomized signature algorithm
is used to authenticate the witness and jury and maintain the identity
as private. Kumar et al. [20] proposes IoF, an IoT based BC assisted
digital forensic framework for evidence gathering, evidence manage-
ment. The system utilizes the BC consortium for effective CoC handling
and signcryption techniques to maintain transparency in handling dig-
ital forensic evidence. The performance is evaluated in terms of Gas
consumption, latency, throughput, memory utilization, gas, complexity
and energy consumption and shows that the proposed framework is
highly efficient in IoT infrastructures. Wang et al. [21] proposes privacy
protection scheme DBTMD for telemedicine diagnosis based on double
blockchain technique. The identity is stored in IPFS and access control
is ensured through key parameters and encryption. The communication
cost outcomes show around 82.8% improvement against the traditional
health chain scheme. The authors in et al. [22] implements BCFL, a
BC framework to forensically maintain the trustworthiness, authenticity
and integrity of log evidence in the cloud ecosystem (integration of
BC with cloud). The framework resolves difficulties involved in cloud-
assisted by providing transaction logs as forensic evidence. The former
was also analysed for transaction rate, throughput and latency using
open-source ELK software. The details of the state-of-the-art approaches
are presented in Table 4.

3. NyaYa: System Model and the proposed scheme

The section presents the system model and the proposed NyaYa
scheme.

3.1. System model

In this section we present a BC-based digital management scheme
for judicial investigations. The system model is depicted in Fig. 4. In
NyaYa, we consider the entity set e = {e}o4. €cqs €cas €pos Cars Cpis €cjs Cralts
where ej,4, €45 €cqs €pos €ars €ps €; denotes the LEAs, CA, CD, PO,
DL, PL, federal court judge (CJ) and law admin respectively. ¢, is
responsible for deploying SC in the Ethereum chain network. NyaYa
is a four-phased scheme.

In the first phase, we consider the registration of defined entity set
e in BC through by executing the SC. All the SC are deployed by e,q,
once e is registered, e., visits the nearest police station to file a first
information report (FIR) against e.; and the same time can view the
status of its case via executing the Fetch Metadata SC, E-FIR is recorded
and digitally signed by e,,,. The recorded version of report is considered
as ELR and is stored in IPFS as comprehensive ELR C; i. At this stage,
we mark the investigation as OPEN. We consider k Cp; z, numbered
as {C,Cy,...,C} are registered by n e ,. For any kth ELR Cpp,, a
hash is generated through H,, that denotes the kth case registration.
Any kth case is uniquely identified by a case number cno, and the
hashed metadata M,,,, is stored in BC by e,,,. The entry is mapped as
a one-to-one relationship V' : e,, — {cnoy, e, }.

Through V, in the third phase, C y is stored in IPFS, and is mapped
to V through M, Once M, is obtained, the case state changes to

cnoy *
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ACTIVE. In ACTIVE state, we consider i ¢, for investigative purposes
assigned to M., as {leay,lea,,...,lea;} The case investigative updates
are timestamped at different findings at w different time instances
{T},T,,...,T,} on IPFS and M is appended with wth timestamp
accordingly in BC.

Investigative updates are sequenced chronologically . Any ith ¢;,,
can access cno;, through associated wallets W,,, generated at registra-
tion phase and can append the new evidence if any, all the registered
entities in the public BC can fetch the case status and its decision by
executing the Fetch Metadata SC which results the hash key address
of IPFS to locate the chronological updates of the case. Thus and
transparency is maintained among entity set e and to all the publicly
register users in the BC.

In the final phase, we consider the case investigations can be
presented before e ; by e,. To support e.,, DL is appointed. e.; records
the statements of both e, an e, and updates the Cgg. Once Cpp
is updated, the final verdict is recorded and case closure is appended
to Cpr, and appropriate legal actions, if any, is vented out on e_4,
depending on being proven guilty or non-guilty. The metadata M.,
references the Cp;p from IPFS, and is updated accordingly. Once
the hearing process is over, the case number cno, state is marked
as CLOSED in BC. In case of court settlements, e.; issues SC to be
executed among e, and e.,, with the share of ¢, and e,;, mentioned
in terms and conditions of settlement. Thus, BC leverages a systematic
investigative process and assures transparency of events.

cnoy,

3.2. NyaYa: The proposed scheme

The section discusses the four-phased scheme of NyaYa, which is
depicted as follows. The entity interaction of the proposed scheme is
represented in Fig. 6.

3.2.1. PHASE I: Entity e registration in BC

As depicted in Section 3.1, Cg p is stored in BC as meta-information
M., , with hash H; as external reference to case description in IPFS.
We now propose the FIR block structure, that consists of case number
cnoy, hashed key of data K, , digital signature of any ith investigating
€jeq> denoted as Ds,,, , and a random nonce N. The block representation
is denoted as follows.

By = (Cnoy, K ps,,, ) M

Once B, is generated, it is hashed with Hp , with the entry of previous
block hash H,,,. The details of the FIR block are represented in Fig. 5.
The block consist of the header and the main body, the header consist
of the version number to track the current protocol/software upgrade,
the hash of the previous block which makes it immutable, timestamp,
nonce, and Merkle root which stores hash of all Cp;r in the tree
structure and hash of subsequent leaf node is further computed to find
Merkle root M, of the tree which helps to verify the data on the chain.
The body of the block consists of blocksize, transaction counter which
counts the number of processed Cy; g, case number and hash address of
Cp 1 r Which is a hash key of IPFS. In the proposed scheme, we consider
the registration of ith e,,, and jth e.;. For registration, the entities are
presented with wallet details W, that form BC’s public addresses. The
wallet details are presented as follows.

W, = {A., Pqre, Se.t', M, } (2)

where A,,K,,S,.t', M, denotes the account details of e, public QR,
signature, timestamp and merkle root information respectively. Based
on W,, the registration R, is carried out as follows.

R, ={A,, W, T,M,} 3

where A,, W,,T, M, denotes the account details, wallet identifier, times-
tamp and merkle root in BC.
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Fig. 4. NyaYa: System Model.
Block Header
Version: 4 Byte
Hash of Previous Block
fyf':;{? 0000DF2E7F12AB34
g Time Stamp:
Nonce: 7C3DBD32
Merkle Root
O Body
Block size: 4 Byte
Transaction Counter: 4 Byte
FIR meta-data ‘ CELRI‘ ‘ CELRZ‘ ‘ CELM‘ ‘ CELRA‘
Case No: 4 Byte
Hash(Cpp:0000AD348FA232F3
Fig. 5. Internal structure of FIR block.
then hashed and converted to hash digest Hd, using a standard hashing
BC Network IPFS K
I Clea I I ol I I - " Cfc | H, algorithm. The digest is signed by e,,, and serves as signed hash. The
signed record, referred as Cg; z, consists the following information as
_aeieM Lo (A 1d, 5 M) follows.
WelAs Par, S b MOL ] (Ac, ParySes. te, M)=We L Cprr = {DS,[PK,(Hdy), tx,], STATE} C)]
_Addr=(Hash(tx)*Dsg £ _ _ _ _ _
(Ca. addr) where DS, denotes the digital sign of e,,, PK,,, denotes the private key
_______ > of e,,, and STATE represents the case state, now marked as OPEN. The
(Accessing details of case is stored in IPFS. The process is followed for all k ELRs.
ELR C,)

Fig. 6. Interaction between entities.

3.2.2. PHASE II: Filing of FIR by e, against e,

After the registration R,, e, Visits the nearest police station to file a
FIR complaint against e ,. Here, any kth particular e, registers a report
based on the verbal description of crime as a digital document tx,. tx; is

We consider any kth ELR Cpp, , a unique identity (case no) cnoy is
assigned, and meta-information M,,, is recorded in BC through V. At
this point, the case state changes to ACTIVE, for investigative purposes
by any ith e,,, e;. For the same, e, sign the Cy; , which consists of
the following information

Ds(e;) = {tx;, Ds; } ()

where S(e;) denotes the signature of ith ¢,,. The details are stored on

IPFS and is referenced through hash key based on K, ,p;, - The hash
. . . ko

key is use to update the chronological findings of case updation, and

new blocks are added in chain. To ensure privacy and confidentiality
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of case findings, the IPFS is referenced only through private key of ith
€j.0» Via Pk;. The meta-information related to case cno,, is represented
as follows.

Mo, = {cnoy, Hash(tx + Dsyy, )} (6)

where Hash(tx, + Ds,, ) is stored in BC. The details of the FIR filing is
presented in Algorithm 1.
Algorithm 1 Filing of FIR by e, through e,

Input: Text data datay.

Output: A boolean indicator bool = {0,1} that indicates the confirmation status of ELR
registration.

1: bool = false

2: for VCA < 1 to k do

3 txy = preprocessing(datay)
4 Hd = (tx;, H,)

5 Dsyy = (Hdy, Pky,)

6:  IPFSuq < (Kaaxy, Dsg)
7 Bl = new(cnoy, IPFS,44)
8

9

bool < true

H for V lea; < 1 to i do
10: for cno; < 1 to k do
11: 1x) = preprocessing(data))
12: Hdy = (x},. H,)
13: Dsyyy = (Hdp Phyy)
14: IPFS,q4 < (K(’XLDSIX' )

k

15: Bl = new(cnoy, IPFS,;4)
16: end for
17: end for
18: if (bool == true) then
19: Output e — FIR is Registered, cno; is allocated
20:  else
21: Output error in registering e — FIR
22: end if
23: end for

In algorithm 1, Lines 1-6 denotes the prepossessing of kth case
data, and the addition to IPFS structure. For any kth e,,, data, is pre-
processed for inconsistencies to form rx,, and hash and digital signature
is computed. Lines 7-16 forms digital sign by of private key of entity
Pk, and Cp g is stored in IPFS, with return hash to create new block
B, in on-chain structure. A boolean indicator flag bool, initially set to
FALSE, is used to determine successful FIR filing. ¢,,, updates the case
details in IPFS for same B, block. The FIR filing is done V k e,,, and
data is recorded in IPFS based on hash H,. Thus, considering a total of
q entries in hash table, the time complexity of algorithm 1 is O(gk). For
space complexity, the meta-information in BC is maintained as linear
ledger, that consists of b keys. Thus, space complexity of algorithm 1 is
o(b).

Algorithm 2 Cy, ; fetch from genesis block B,

Input: cno, and Blj.

Output: Cg; g fromIPFS, bool a BOOLEAN indicator to indicate case match in IPFS
1: Cgrp =null

2: bool = false

3: for V Bl «< 0 to b do

4 if (Bl,.cno == cnoy) then

5: IPFS,qq < Get(Bly, Hashyqy)

6: Cpir < Append(data(IPFS, IPFS,q,))
7.
8
9

Hy < (Cgprr.Hyp)
H,, < Get(Bly, Hy,)
if (Hy == Hye) then

10: bool « true

11: t « Record(IPFS,44)

12: State « Update_state(t(I PFS,,4)
13: end if

14: else

15: State — No_change

16: bool < false

17: end if

18: end for

19: if (bool == true) then

20:  Output Cp;p is generated
21: else

22:  Output cnoy not found
23: end if
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3.2.3. PHASE III: Cg g updation by e,

Any ith lea; updates the incremental case investigative findings by
storing (1x), Ds,, ) at off-chain IPFS. The returned hash is used to add
a new block and meta-information and block sizes are updated. Also,
to improve the scalability of on-chain records, M,,, is only used to
update the case findings. For the same, we consider the new change as
t'.. The details are updated as follows.

U, = {cnoy, K Diyy ) STATE} )

where U] denotes the update in M,

as ACTIVE.

by ith e,,,, and STATE is marked

3.2.4. PHASE IV: Cy g court proceedings and fetch from IPFS

Based on U}, the case-details of any kth cno, can be fetched by ith
e, and any jth e ; for court proceedings. For the same, the complete
details of the case would be fetched from on-chain meta-data M, ,
where based on hash key H,, it will sequentially scan all block header
information to match with M, , starting from genesis block, Bl,. In
case of match at any bth block, a sequence of path is explored as
{Bly, Bl,,...,Bl,. At Bl,, hash key H, and private key pair is used
to fetch Cgp from IPFS. Once case details are fetched, e, and ey,
presents the facts against e.;, and the court proceedings are recorded
to cnoy. The final hearing outcome, or case-closure report, is marked
in cnoy, and the case STATE is changed to CLOSED in BC. Based
on decisions by e.;, SCs are executed between e, and e, based on
indicated terms and final discourse of the dispute settlement. The SCs
also includes the incentives for e, and e,;, and automated funds are
transferred from W,,, and W,, respectively. Algorithm 2 presents the
query algorithm based on cno;, and information of BI,. Lines 1-8 of
the algorithm presents the sequential scan of records based on M,,, ,
from BI, to fetch the matching records. In case of match, lines 9-19
updates the boolean flag BOOL to indicate the output of the fetched
record from query. Since we have to run a sequential scan for b blocks,
where each block contains k cases. The time complexity of algorithm
2 is O(bk). To store the records, we require a list structure, hence the
space complexity is O(b).

4. Performance evaluation of NyaYa

The section discusses the performance evaluation of NyaYa based
on parameters-mining cost of Cp;p, query fetching time based on
associative cache yu, and obtained IPFS bandwidth for processed blocks
B. For mining cost, the scheme is compared with Chopade et al. [15],
and for IPFS bandwidth, the scheme is compared with Bragagnolo
et al. [23], and Gupta et al. [24]. As only M, is stored in on-chain
storage, we have considered mining cost and block processing time.
Also, we have studied the effect of query latency by firing ethereum
query language (EQL) tags on stored blocks by varying the cache size
u. The details of the same are now presented.

4.1. Experimental setup

For BC setup, we have considered a Linux Ubuntu LTS v18.04,
running instance of node npm v 6.7.1. We have considered Intel core i5
machines with 4G B RAM and 500G B external-drive capacity. For smart
contracts, we have considered Remix ethereum v 0.10.3, with injected
metamask and web3.js libraries. For formal validation of smart contracts,
we have considered Mythril open source tool [25] that tests transac-
tional security flaws in SC like origin, re-entrancy, order-dependence,
and time-stamp dependencies, that might be exploited.

4.2. Formal security verification of NyaYa

The section presents the formal verification of SCs proposed in
NyaYa scheme. We use Mythril to test security vulnerabilities of all
SC, it uses taint analysis, symbolic execution and satisfiability modulo
theory analysis to detect security flaws in the SC. As indicated in Fig. 7,
the proposed SC is devoid of any security loopholes and outputs “No
issues were detected”.



A. Verma et al.

Journal of Information Security and Applications 63 (2021) 103025

Table 5
Accessibility and changeability rules for SC.
S.No  Smart Contract Description Execution rights Changeability Rights
€leq €cq €cd €po €qr €pr € €l
1 Entity Registration Register entities in BC v v v v v 4 v v e,
2 FIR Registration e-FIR is registered X X X v X X X X e,
3 Adding FIR Meta-Data  e-FIR meta-data is added in BC v/ X X v X X v X e,
4 Fetch Metadata Read the data in BC v v v v v v v v e

X: No grant on Execution, v: Grant on Execution.

5 m ashwin@ashwin-VirtualBox: ~/Desktop/sC
$ myth analyze scl.sol --solv 0.5.0

The analysis was completed successfully. No issue were detected.

$ myth analyze sc2.sol --solv 0.5.0
D The analysis was completed successfully. No issue were detected.

- $ myth analyze sc3.sol --solv 0.5.0
The analysis was completed successfully. No issue were detected.

©

$ myth analyze sc4.sol --solv 0.5.0
The analysis was completed successfully. No issue were detected.

- ] |

2

Fig. 7. Formal Security verification of SC’s with MyThril Tool.

(a) EntityRegistration (b) CaseRegistration

©

FetchMetaData

Fig. 8. The proposed SC functionalities in NyaYa scheme (a) User Registration, (b)
Case Registration (c) Fetching Metadata, and (d) Payment Interface.

4.3. Functionality of smart contracts

The SC are developed using solidity language and compiled on
ethereum virtual machine (EVM), through remix IDE. The considered
functionalities are depicted in 8. In Fig. 8(a), we propose the function-
ality of entity e wallet W, registration, and the amount of spent gas
cost. In Fig. 8(b), we present the SC for case registration by any k™ e,
with assigned case ID cnoy,. The SC references the IPFS key to fetch case
details and only meta-data M, is stored in BC. Fig. 8(c) presents the
SC functionality of fetching Cp; r record, as depicted in algorithm 2,
and Fig. 8(d) represents the functionality of wallet W, once the case
closure report is updated in BC, and case decision is provided by e,;.
Based on the quantum of the crime, e ,, if proven guilty, has to pay
penalty to e,,. Thus, it shows the recipient e wallet and the amount for
transfer. Similarly, lawyers €y and e,; are paid there fees through the
same functionality.

Table 5 shows the accessibility and changeability rules for SC
deployed on Ethereum chain, all the SC are created and deployed by
e;,- The SC are deployed with the constraints that only intended set of
wallet address can execute the SC on chain and only e, can upgrade
the SC. Like first row of the table shows all any one on the network can
register itself by executing the SC Entity Registration. Similarly only e,
have the permission to execute FIR Registration i.e. only e, can register
the FIR of e¢,, in the system. Any one in the public network can fetch
the details of case status by executing the Fetch Metadata SC.

4.4. Simulation results

To assess the simulation results, we consider the hash keys H, to
be uniformly distributed and mapped to the IPFS database. The details
of the simulation results are now presented in Fig. 9.

In Fig. 9(a), we evaluate the mining cost of block » with respect to
number of transactions per block. We compute the block information
as 4 bytes, 80 bytes for entire block header, and 2 bytes for transaction
count in M., . For E¢ g entry, it has 4 bytes case-ID cno,, and 4 bytes
IPFS hash address of the located file. For 1000 transactions, Cj; g size
is ~ 3.7 kilo-bytes (KB). The cost of mining ethereum data in the third
quarter Q3 (2020) is 13.82USD/K B. Based on the above points, we
compute the mining cost compared to Chopade et al. [15] and Lone
et al. [26]. At USD 6 cost, the proposed scheme can accommodate 22456
transactions, compared to 21497 transactions in Lone et al. [26], and
3000 transactions in Chopade et al. [15]. This is due to storing C; » as
off-chain IPFS data.

Fig. 9(b) shows the impact of query fetching time from IPFS, with
cache inclusion. We have considered cache-size y as 16 MB, 32 MB,
and 64 MB, respectively. As evident, with an increase in cache size,
the EQL time is significantly decreased. At 25 blocks and u as 32K B,
the query time is 0.852 ms, due to more associated hits due to locality
of reference.

Fig. 9(c) presents the network bandwidth of proposed scheme
against conventional schemes [23,24]. As ethereum bandwidth is
200 — 300 Kbps. Due to off-chain record storage, more transactions are
appended in blocks and thus improves the utilization bandwidth.

Fig. 10(a) presents the transactional throughput cost in the proposed
scheme. In the traditional scheme, we consider normal databases for
storing of ELRs. As indicated in Fig. 10(a), the query fetch time, with
cache proximity for 64 MB cache allows a transactional throughput
of ~ 64K Bps for one appended Cy, g is 101.27 Mbps, as depicted in
Chopade et al. [15]. In the case of IPFS, the storage is a distributed off-
chain storage, and with a cache size of 64 MB, the obtained throughput
is ~ 89K Bps for single C; . Thus, with IPFS, the obtained throughput
is 139.45 Mbps. The increased throughput is due to the storage of meta-
information in BC only, i.e., M,,,, , which allows more transactions to
be added time-quantum and increases the overall throughput.

Fig. 10(b) presents the comparative analysis of signing latency with
the schemes proposed by Zhang et al. [18], and Dorri et al. [19]. Zhang
et al. scheme an average signing latency of 877.65 ms, and Dorri et al.
scheme has an average signing latency of 948.4 ms. In the proposed
scheme, the signature operation DS, is validated and is stored in the
hashed form in M., . Due to this, the verification process of generated
signatures is faster. As evident, the scheme has an average signing
latency of 622.95 ms, which outperforms the above schemes. At block
key-size of 100 bytes, the signing latency of Zhang et al. is 1022 ms,
and Dorri et al. is 900 ms. Compared to this, the signing latency is
550 ms. Thus, the scheme proposes an improvement in signing latency
of 34.38% over the conventional approaches.

Fig. 10(c) presents the simulation results of proposed SC in terms
of execution and transaction costs. We have proposed four key func-
tionalities of SC in the NyaYa scheme. Each function is executed with a
confirmation status recorded in a transactional ledger in BC in terms of
state functions. Thus, 8 major functions {F1, F2, ..., F8}, are proposed
in the scheme. F1 is the entity registration function, and F2 represents

~
~
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Fig. 9. NyaYa: Simulation results on impact on BC-node characteristics
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Fig. 11. NyaYa: Simulation results on impact on collusion attacks, C,, processing, and resilience of IPFS.

the transactional output of F1. F3 is the case registration, and F4
confirms the case status. F5 is the meta-information fetch from IPFS,
and F6 represents the fetch status function output. F7 is the payment
interface, and F8 confirms the notification of payments and associated
historical transactions.

The transactional cost of data storage on ethereum based BC is
depicted as follows [27]

U S D6 X ((x x 20000)/1000000000) x 129.34 (€)]

In NyaYa scheme, we have proposed the execution of data storage as
off-chain in IPFS, which is fetched through reference hash H,. This
reduces the overall transaction and execution cost of SC executions. For
ethereum BC, the storage cost is determined based on word size, where
each word is 32 kilobytes. Thus, the amount of gas required to store the
word length is ~ 20000 Gas, and thus, for storage of 5 KB of data, the
gas required is 5 x 22%0 X 20000, i.e. =~ 32,00,000. Averaging over all the
SC functions, we have computed the transaction and execution costs.

10

Next, we present the simulation results that measures the impact of
collusion attack and corrupted IPFS indexes that fetches incorrect Cg; 5
in the proposed scheme. We measure the impact of collusion attacks
against consortium and private chains, and the effect of processed ELRs
against Hao et al. [28], and the resilience of IPFS against Hadoop
2.x scheme, as presented in Wang et al. [29], and HBase in Alfatafta
et al. are presented [30]. Fig. 11 presents the details of the simulation
results.

In Fig. 11(a), we present the comparative analysis of public, con-
sortium, and private BC with trust probability. We measure the trust
probability of a blockchain network as follows. We measure the prob-
ability through elected miners {m,m,,...,m;}, through the proposal
of fair block addition. In private chains, one vulnerable entity may
collude with a group of a miner to reverse the transactions, through
the generation of 50% of the total hash power in the network, which
drastically reduces the trust, and allows m, to add a favoured block
in the chain. Thus, it allows the chain to grow according to dishonest
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Table 6

Insights of comparative security analysis against existing schemes.
Scheme cC CCM ME
Odelu et al. [31] TE, + 12Hgyy 4 + 2T, ~ 505.72 ms 240 bytes 3
Kabra et al. [32] 2E, + 1S, +2S,, + 1Hgy, ~ 192.14 ms 203 bytes 4
Patel et al. [33] 8H gy 5 + 2nonce + 2merkle — root + 3T,,,.,4 + 3E,,, = 20.96 ms 121 bytes 7
Proposed Nyaya 8H g4 + 2nonce + 2merkle — root + 3T,,,,.,q + 2E,,, ~ 6.56ms 316 bytes 4

E,,: Asymmetric encryption cost; Hgy,: Hash operation cost; T,,: Bilinear pairing cost; E,: Symmetric encryption cost;

D, :Digital Signing cost; V,: Verification cost; S,

gen*

Signature generation cost; S,,: Signature verification cost, nonce:

Time-stamp cost; merkle — root: timestamp cost to refer genesis block hash; 7,,,,,: Cost of appending blocks to chain.

block proposal, and once the length of dishonest chain Cy;;, becomes
larger than honest chain length Cy,,, i.e. L(C,;,) > L(Cy,,), then Cy;
is considered as valid chain, and all the nodes accept the same as it is
through the elected consensus mechanism. While, in public BC, owing
to the chain length, and difficulty problem, it is impossible to reduce
trust in the network to less than 50%, as the miners, even if all collude,
would not be able to generate a very high hash rate, as it would require
significant resources, which is currently not feasible. Thus, as indicated,
at 500 colluding miner nodes, public BC shows a trust probability of
0.887%, compared to 0.765% in consortium BC, and 0.455% in private
BC.

Fig. 11(b) shows the effect of uploaded C;r per minute against
the number of processed Cj; z. The scheme is compared against Hao
et al. [28], which also proposes IPFS as off-chain storage of records.
As we only include meta-information, which is 32 bytes long in the
transaction field, the rate of Cp; z upload is significantly higher than
conventional BC-based schemes. However, in NyaYa, we propose a
single encryption and signing phase by e,, while it uploads Cp g
in the IPFS. On the other hand, Hao et al. [28] proposes a dual-
signature based scheme, which improves the security model, but adds
the additional overhead of the extra signature phase. The same is
evident in Fig. 11(b), where at 475 transactions, the proposed scheme
uploads 377 ELR records, compared to 354 records in Hao et al.. On an
average, we obtain an improvement of 6.77% of ELR uploading latency
over the previous scheme, however, the scheme NyaYa has a trade-off
with ’good-enough security, over tight-security, as in Hao et al. [28].

Finally, we present the impact of corrupted indexes in distributed
storage schemes, as in Hadoop 2.x [29], and HBase [30]. Fig. 11(c)
presents the results of the simulation. In Hadoop 2.x, data corruption
usually occurs due to improper run-time checks, race conditions in
multiple threads, and inconsistent state pointer information. Due to
this, the block meta-information is updated, and the same is commu-
nicated to nodes in the network. On average, in Hadoop 2.x ecosys-
tems, data integrity checks reveals that on an average out of every
1000 disk retrievals, there are 7 corrupted block information and a 1
system-file corruption state. Similarly, in HBase, due to partial network
partitioning, and system configuration changes, there are corrupted
meta-information blocks. On average, it is estimated that ~ 2 meta-
blocks are corrupted out of 1000 blocks, which is lower than Hadoop
2.x. However, in IPFS, the storage is resilient, and through redundancy
via distributed hash tables, and block exchange, the failure rate is lower
than both Hadoop 2.x and HBase systems. The same is measured in
Fig. 11(c). We measure the processed Cy; i that are stored as multiple
transactions and appended in blocks. At 350 Cg; g, Hadoop 2.x has
123 corrupted indexes (includes block, meta, system, and partition
corruption) information, and HBase has 45 corrupted indexes. In com-
parison, IPFS has 21 corrupted indexes overall, which improves the
scheme resilience against schemes that employ Hadoop 2.x and HBase
ecosystems.

4.5. Computation and communication costs

In this section, we present the details of the computation and
communication costs of different security identifiers in the scheme. The
security cost parameters are taken from Bhattacharya et al. [34]. The
details are presented as follows.
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4.5.1. Computation cost

The computation cost of registering the FIR by adding the block by
e,0 will be calculated based on the algorithm 1. The algorithm includes
pre-processing of data, followed by a digital signature which includes
t, to be converted into hash digest Hd,. That digest is encrypted with
asymmetric encryption, encrypted data will store in IPFS, and the hash
address received from IPFS is finally stored in BC along with cno, and
other data called as M., . This involves 4 hash operation, 1 nonce, 1
asymmetric encryption and 1 merkle_root hash is present, Thus the time
requires to register the e— FIR in the BC is 0.00032 + 0.0056 +0.00032 +
0.00032 + 0.00032 4 0.00032 ~ 0.00720 s.

Then, to fetch Cp; i executes algorithm 2 that includes fetching the
hashed address from the block and use that hash address to get the data
from IPFS. We calculate the hash digest of received data to confirm
there is no manipulation in transit. This include of 1 hash operation,
asymmetric decryption E,,,, of POp,, 1 nonce identifier, | merkle root
hash. The cost required to search any FIR is 0.00032 +0.0056 +0.00032 +
0.00032 =~ 0.00656 s. Thus, the overall computation cost for NyaYa
scheme is 0.00720 + 0.00656 ~ 0.01376 s or 13.76 ms.

4.5.2. Communication costs

The communication cost is evaluated with reference to algorithm 1,
Hd, involves 1 hash operation on tx; of 32 bit to calculate the digest
followed by asymmetric encryption of 384 bits for signing the hash
digest Ds,,, and operation on IPFS involves 256 bit hash conversion,
and block contains 32 bit timestamp, 32 bit version, 32 bit difficulty
target, 32 bit nonce, 256 bit previous block hash, 256 bit merkle_root, 256
bit hashed IPFS address. Thus total exchange of data is 32 + 384 + 256 +
32+32+32+32+256+256+256 ~ 1556 bits or 196 bytes. The number of
message exchanges is 2. Similarly, to fetch Cp; p from IPFS concerning
algorithm 2, block access requires 32 bit timestamp, 32 bit version, 32
bit difficulty target, 32 bit nonce, 256 bit previous block hash, 256 bit
merkle_root, 256 bit hashed IPFS address and operation on IPFS involves
256 bit hash conversion and 324 bit to calculate the hash digest of
received C; r and 32 bit digest from the block is accessed. Thus total
exchange data is 32 +32 +32 +32 + 256 + 256 + 256 + 256 + 32 + 32 =~ 960
bits or 120 Bytes. The number of message exchanges is 2.

Table 6 presents the comparative analysis of computation, commu-
nication, and message exchange costs against existing related schemes.

4.6. Efficiency of Nyaya against conventional schemes

Next, we compare the proposed scheme in terms of chosen pa-
rameters against conventional schemes. Table 7 presents the compar-
ative analysis. As indicated, the proposed scheme considers all the
parameters and outperforms the similar and existing state-of-the-art
schemes.

5. Conclusion

The paper proposes a BC-based digital law evidence scheme, named
as NyaYa, for effective management of ELRs and future judicial inves-
tigations. In this paper, a BC-based case record storage, processing,
retrieval, and update is proposed for judicial investigations. We pro-
posed a four-phase scheme that highlights the need for chronology,
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Table 7
Comparative Analysis with existing schemes.
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Parameter Billard et al. [12] Hossain et al.[11] Hardwick et al.[13] Hossain et al. [2] Brotsis et al. [14] Patel et al. [33] Chopade et al. [15] Proposed NyaYa
Al X v X v X v v v
A2 v v v v v X v
A3 v v v 4 v v 4 v
A4 v v X v v - v v
A5 v v v v v v v v
A6 X X X X X X v v
A7 X X X X X v X v
A8 X X X - - X X v
A9 X X X - - - X v
Al0 X X X = N - X v

A1l: Encryption; A2: Privacy; A3: Trust; A4: Confidentiality A5: Record Tampering; A6: Digital Signatures; A7: Smart Contracts; A8: Distributed Storage; A9; Formal verification;
A10: ELRs; v shows parameter is present; X shows parameter is absent; & shows parameter is not considered .

transparency, and trust among judicial stakeholders and provides jus-
tice to the appellant in the court of law. The scheme stores case
information in BC, with reference to IPFS off-chain, which improves
the scalability of chain operations. In case of penalties and lawyer
payments, SCs are executed. Finally, we compared the performance
evaluation of NyaYa against parameters like-mining cost, EQL query
fetching time, and obtained IPFS bandwidth, with proposed formal
verification and deployment of SC functionalities.

As part of future work, the authors would investigate the effects of
cache coherency in IPFS storage to optimize and reduce the query fetch
time of ELRs.
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