
1 

 

Cryptanalysis of Authentication Scheme 
in IoMT Paradigm 

 Priyanshi Thakkar, Nishant Doshi, Kapil Sharma 

Pandit Deendayal Energy University, Gandhinagar, Gujarat 

ABSTRACT –  The integration of the healthcare sector with the Internet of Things (IoT) framework has 

given rise to the Internet of Medical Things (IoMT). IoMT enables the generation, transmission, and 

analysis of medical data among interconnected healthcare IT systems, sensors, and management 

software.Due to the ongoing advancements in IoT and the global impact of the COVID-19 pandemic, 

IoMT has garnered significant attention for its potential in medical data management, real-time health 

monitoring, and remote treatment. Yet, the delicate character of medical data within the IoMT landscape 

has sparked apprehensions about security, underscoring the need for robust security protocols to protect 

medical systems and IoT devices. This paper presents an in-depth exploration and evaluation of an IoMT 

scheme that incorporates a hybrid security approach, combining password-based authentication with a 

fuzzy extractor for biometric authentication. To address limitations identified in previous research, we 

propose a novel system model and attack model. Through a combination of formal and informal analyses, 

we assess the security capabilities of the proposed method. Additionally, we conduct a comprehensive 

examination of computational expenses, highlighting its comparative efficacy in relation to existing 

approaches. 

Terms of importance– IoMT; remote authentication; Internet of Things, Healthcare. 

1. INTRODUCTION 

The convergence of the healthcare sector with the extensive functionalities of the Internet of Things (IoT) 

has spurred the evolution of the Internet of Medical Things (IoMT). This evolution facilitates seamless 

management, transfer, and analysis of data within healthcare frameworks. This burgeoning field has 
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become increasingly significant, particularly in the context of the current global landscape shaped by 

technological advancements and the unprecedented challenges posed by the COVID-19 pandemic. IoMT 

holds the promise of revolutionizing healthcare practices through its potential for personalized medical 

data management, continuous health monitoring, and remote treatment capabilities. Nevertheless, the 

inherent vulnerabilities associated with handling sensitive medical information within the IoMT 

environment have underscored the critical need for robust security measures and lightweight protocols to 

ensure the protection of medical systems and IoT devices. In this context, this paper delves into the 

comprehensive examination of an IoMT scheme that integrates both conventional password-based 

authentication and the innovative application of a fuzzy extractor for biometric authentication. Building 

upon the findings of the preceding study by Masud et al. [6], we have done cryptanalysis to address the 

identified limitations. Furthermore, our investigation includes comprehensive formal and informal 

analyses to evaluate the robustness of the suggested approach. Additionally, we delve into the 

computational expenses, providing insights into its relative efficacy when compared to existing 

methodologies. 

 

Fig1. Secure and sustainable IoMT Internet of medical things. [2] 
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1.1 Our Contribution  

Within this document, we have conducted an assessment of the Masud et al. system and showcased the 

resulting weaknesses. 

 Key escrow: In the transmission phase, the key escrow attack allows the unauthorized 

interception of 𝐼𝐷𝑖, compromising user identity confidentiality. This highlights the need for 

secure channels and robust encryption to prevent unauthorized access and safeguard sensitive 

data during transmission. 

 Session Specific Temporary Information Attack: It likely refers to a potential exploit targeting 

temporary data within a user session, potentially compromising the security of the session-based 

system. Overhead on gateway for each column: The overhead on the gateway for each column 

denotes the additional computational steps and checks performed at the gateway stage of the 

protocol, ensuring secure communication and authentication. These checks include verifying the  

 Replay Attack: A replay attack is characterized as a form of network security breach where a 

genuine data transmission is intentionally duplicated or delayed in a deceptive manner [3-5]. 

This could potentially lead to unauthorized access or operations. Such attacks aim to exploit 

vulnerabilities in communication protocols, compromising the integrity and security of the 

system.  

 PFS: Perfect Forward Secrecy (PFS) [5-9] is an encryption feature that guarantees the privacy of 

previous communications even if long-term secret keys are compromised [15], enhancing 

security by preventing the decryption of previously intercepted data. 
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1.2 Paper Organization 

 Session 1 provides the introduction to the research, Session 2 outlines our specific contributions, Session 

3 presents an in-depth analysis of the findings, Session 4 offers acknowledgment and session 5 gives 

conclusions drawn from the analysis along with proposed future work, and Session 6 includes the 

references used throughout the research. 

2. SCHEME OF MASUD ET AL 

Herewith, we have scrutinized the Masud et al. system, with the relevant symbols specified in Table 1. 

Notations Used in Table 1 

Icon Represents 

*𝑼𝒊𝑴∗, 𝑮𝑴∗, 𝑺𝑵𝒋𝑴∗ the 𝑖𝑡ℎ, gateway, and 𝑗𝑡ℎ corresponding entities. 

𝑰𝑫𝒋, 𝑺𝑰𝑫𝑱 The user's identity is denoted as 'i,' and the specific sensor node 

is identified by the index 'j.' 

𝑷𝑾𝒊 𝑖𝑡ℎ user password 

𝑩𝒊 Biometric of 𝑖𝑡ℎ user 

𝒓𝑼∗, 𝒓𝑮𝑾∗, 𝒓𝑺𝑵∗ The random number generated by the user, gateway, and 
individual sensor node is denoted as the '*'-th, respectively. 

𝒕𝒔𝑼 Timestamp of the user 

𝑺𝒊𝟏 Confidential data of the user and the gateway. 

𝑺𝒊𝟐 Sensitive data of the user and the sensor node. 

𝑫𝑰𝑫, 𝑺𝑰𝑫 User and sensor node identification. 

𝑷𝑾𝑫 Device access code designated by the doctor." 

𝑹𝒔𝑮, 𝑹𝑺𝑵 Random private key created by the gateway, sensor node, 

respectively  

𝑵𝑫, 𝑵𝑮, 𝑵𝒔 Random nonce for the user's device, gateway, and sensor node, 
respectively. 

𝑲𝑮𝑾 Gateway’s secret key 

𝒉(. ) One way hash algorithm 

𝒌 Concatenation operation 

𝑺𝑲 Session key 

⨁ Exclusive OR operation 



5 

 

∥ String concatenation 

The approach outlined in [1] is segmented into different stages as follows. 

2.1 User Enrolment Stage 

User inputs: 𝐼𝐷𝑖 and PWD 

a. Generation and Computations: 

 Generates a random number: 𝑟𝑈1 

 Computes the function: Gen (Bi) to obtain (𝑅𝑖  , 𝑅𝐵𝑖) 

 Computes the hash value 𝐻𝑃𝑊𝑖 using a hash function ℎℎ as follows:𝐻𝑃𝑊𝑖 =

ℎ(𝑃𝑊𝑖) 

b. Transmission (Target of Key Escrow Attack): 

 Attacker gains unauthorized access to 𝐼𝐷𝑖 during the transmission from the user 

to the gateway. 

2.2 Sensor Node Transmission: 

 The sensor node transmits 𝑆𝐼𝐷𝑗to the gateway through a secure channel. 

2. Gateway Operations: 

 The gateway generates a random number: 𝑟4𝐺𝑊 

 Computes 𝑇𝑆𝐼𝐷𝑗 = ℎ(𝑆𝐼𝐷𝑗 ⊕ 𝑟4𝐺𝑊 ⊕ 𝐾𝐺𝑊), where ℎℎ represents a hash function. 

 Stores 𝑆𝐼𝐷𝑗  and 𝑇𝑆𝐼𝐷𝑗  

 Transmits𝑇𝑆𝐼𝐷𝑗 , 𝑇𝐼𝐷𝑖, and 𝑆2𝑖 via a secure channel to the sensor node. 

 Deletes 𝑆2𝑖 from its storage. 

 Sensor Node Storage with Perfect Forward Secrecy: 

 Generate a temporary session key for encryption: 𝐾𝑡𝑒𝑚𝑝 

 Encrypt the stored information (𝑆𝐼𝐷𝑗 , 𝑇𝑆𝐼𝐷𝑗 , 𝑇𝐼𝐷𝑖 , 𝑆2𝑖) using the temporary session key: 

𝐸𝐾𝑡𝑒𝑚𝑝(𝑆𝐼𝐷𝑗) 
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 𝐸𝐾𝑡𝑒𝑚𝑝(𝑇𝑆𝐼𝐷𝑗)  

 𝐸𝐾𝑡𝑒𝑚𝑝(𝑇𝐼𝐷𝑖 )  

 𝐸𝐾𝑡𝑒𝑚𝑝(𝑆2𝑖) 

 Discard the temporary session key 𝐸𝐾𝑡𝑒𝑚𝑝 after the encryption process. 

2.3 User Operations: 

 The user provides the inputs 𝐼𝐷𝑖 and 𝑃𝑊𝑖, then records 𝐵𝑖on a device for biometric 

collection. Subsequently, the user puts 𝐼𝐷𝑖, 𝑃𝑊𝑖 and 𝐵𝑖 on a smart card device. 

 𝑅𝑖 = 𝑅𝑒𝑝(𝐵𝑖 , 𝑅𝑏𝑖) 

 𝑟𝑈1 = ℎ(𝑃𝑊𝑖 ⊕ 𝑅𝑖 ⊕ 𝐼𝐷𝑖) ⊕ 𝑈𝐼𝑀4 

 𝐻𝑃𝑊𝑖 = ℎ(𝑃𝑊𝑖 ⊕ 𝑅𝑖 ⊕ 𝑟) 

 𝑇𝐼𝐷𝑖 = 𝑈𝑖𝑀1 ⊕ 𝐻𝑃𝑊𝑖 

 𝑆𝑖1 = 𝑈𝑖𝑀2 ⊕ 𝐻𝑃𝑊𝑖 

 𝑆𝑖2 = 𝑈𝑖𝑀3 ⊕ 𝐻𝑃𝑊𝑖 

 𝑈𝑖𝑀5∗ = ℎ(𝑟𝑈1 ⊕ 𝑇𝐼𝐷𝑖 ⊕ 𝑆𝑖1 ⊕ 𝑆𝑖2) 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝑈𝑖𝑀5 = 𝑈𝑖𝑀5∗ 

 Generates: 

 𝑟𝑈2, 𝑟𝑈3, 𝑎𝑛𝑑 𝑡𝑠𝑈 

 𝑈𝑖𝑀6 = 𝑇𝐼𝐷𝑖 ⊕ 𝑡𝑠𝑈 

 2𝑈𝑖𝑀7 = 𝑟𝑈2 

 𝑈𝑖𝑀8 = ℎ(𝑇𝐼𝐷𝑖 ⊕ 𝑡𝑠𝑈) 

 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑠 𝑈𝑖𝑀6, 𝑈𝑖𝑀7, 𝑈𝑖𝑀8, 𝑇𝐼𝐷𝑖 , 𝑎𝑛𝑑 𝑡𝑠𝑈 𝑝𝑢𝑏𝑙𝑖𝑐𝑙𝑦 𝑡𝑜 𝑡ℎ𝑒 𝑔𝑎𝑡𝑒𝑤𝑎𝑦. 

a. Gateway Operations with Overhead: 

 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑠 𝑟𝑈2 = 𝑈𝑖𝑀6 ⊕ 𝑆𝑖6 

 Computes: 
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 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 = ℎ(𝐼𝐷𝑖 ⊕ 𝐾𝐺𝑊) 

 𝐺𝑀1 = 𝑇𝐼𝐷𝑗 ⊕ 𝑟5𝐺𝑊 

 𝐺𝑀2 = 𝑇𝐼𝐷𝑖 ⊕ 𝑟5𝐺𝑊 

 𝐺𝑀3 = 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ 𝑟5𝐺𝑊 

 𝐺𝑀4 = ℎ(𝑇𝐼𝐷𝑗 ⊕ 𝑇𝐼𝐷𝑖 ⊕ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤) 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑓𝑟𝑒𝑠ℎ𝑛𝑒𝑠𝑠 𝑜𝑓 𝑟𝑈2 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝑈𝑖𝑀8 =? 𝑈𝑖𝑀8∗ 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝑡𝑠𝑈 𝑖𝑠 𝑖𝑛 𝑎 𝑣𝑎𝑙𝑖𝑑 𝑟𝑎𝑛𝑔𝑒 

 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑠 𝐺𝑀1, 𝐺𝑀2, 𝐺𝑀3, 𝐺𝑀4, 𝑎𝑛𝑑 𝑈𝑖𝑀7 𝑝𝑢𝑏𝑙𝑖𝑐𝑙𝑦 𝑡𝑜 𝑡ℎ𝑒 𝑠𝑒𝑛𝑠𝑜𝑟 𝑛𝑜𝑑𝑒. 

b. Sensor Node Operations with Overhead: 

 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑠 𝑟5𝐺𝑊 = 𝐺𝑀1 ⊕ 𝑇𝐼𝐷𝑗  

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠: 

 𝑇𝐼𝐷𝑖 = 𝐺𝑀2 ⊕ 𝑟5𝐺𝑊 

 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 = 𝐺𝑀3 ⊕ 𝑟5𝐺𝑊 

 𝑟𝑈3 = 𝑈𝑖𝑀7 ⊕ 𝑆𝑖2 

 𝐺𝑀4∗ = ℎ(𝑟5𝐺𝑊 ⊕ 𝑇𝐼𝐷𝑗 ⊕ 𝑇𝐼𝐷𝑖 ⊕ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤) 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝐺𝑀4 =? 𝐺𝑀4∗ 

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑡ℎ𝑒 𝑠𝑒𝑠𝑠𝑖𝑜𝑛 𝑘𝑒𝑦 𝑆𝐾 

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠: 

 𝑆𝑁𝑗𝑀1 = 𝑆𝐾 ⊕ 𝑆𝑖2 

 𝑆𝑁𝑗𝑀2 = ℎ(𝑆𝐾 ⊕ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤) 

 𝑆𝑁𝑗𝑀3 = ℎ(𝑆𝑁𝑗𝑀1 ⊕ 𝑆𝑁𝑗𝑀2 ⊕ 𝑇𝐼𝐷𝑗 ) 

 𝑅𝑒𝑝𝑙𝑎𝑐𝑒𝑠 𝑇𝐼𝐷𝑖  𝑤𝑖𝑡ℎ 𝑇𝐼𝐷𝑖 𝑛𝑒𝑤 

 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑠 𝑆𝑁𝑗𝑀1 , 𝑆𝑁𝑗𝑀2 , 𝑎𝑛𝑑 𝑆𝑁𝑗𝑀3 𝑝𝑢𝑏𝑙𝑖𝑐𝑙𝑦 𝑡𝑜 𝑡ℎ𝑒 𝑔𝑎𝑡𝑒𝑤𝑎𝑦. 
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c. Gateway Operations (Sensor Node Authentication) with Overhead: 

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑆𝑁𝑗𝑀3
∗ = ℎ(𝑆𝑁𝑗𝑀1 ⊕ 𝑆𝑁𝑗𝑀2 ⊕ 𝑇𝐼𝐷𝑗 ) 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝑆𝑁𝑗𝑀3 =? 𝑆𝑁𝑗𝑀3
∗  

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠: 

 𝐺𝑀5 = ℎ(𝑇𝐼𝐷𝑖 ⊕ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤) 

 𝐺𝑀6 = 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ 𝑆𝑖1 

 𝑅𝑒𝑝𝑙𝑎𝑐𝑒𝑠 𝑇𝐼𝐷𝑖  𝑤𝑖𝑡ℎ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤  

 𝑇𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑠 𝐺𝑀5, 𝐺𝑀6, 𝑆𝑁𝑗𝑀1 , 𝑎𝑛𝑑 𝑆𝑁𝑗𝑀2 𝑝𝑢𝑏𝑙𝑖𝑐𝑙𝑦 𝑡𝑜 𝑡ℎ𝑒 𝑢𝑠𝑒𝑟 

d. User Operations (Gateway Authentication) with Overhead: 

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠: 

 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 = 𝐺𝑀6 ⊕ 𝑆𝑖1 

 𝐺𝑀5∗ = ℎ(𝑇𝐼𝐷𝑖 ⊕ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤) 

 𝑈𝑖𝑀1𝑛𝑒𝑤 = 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 ⊕ 𝐻𝑃𝑊𝑖 

 𝐶ℎ𝑒𝑐𝑘𝑠 𝑖𝑓 𝐺𝑀5 =? 𝐺𝑀5∗ 

 𝑅𝑒𝑡𝑟𝑖𝑒𝑣𝑒𝑠 𝑡ℎ𝑒 𝑠𝑒𝑠𝑠𝑖𝑜𝑛 𝑘𝑒𝑦 𝑆𝐾 

 𝐶𝑜𝑚𝑝𝑢𝑡𝑒𝑠 𝑆𝑁𝑗𝑀2
∗ = ℎ(𝑆𝑁𝑗𝑀1 ⊕ 𝑆𝑁𝑗𝑀2 ⊕ 𝑇𝐼𝐷𝑗 ) 

2.4 During this attack we also got two more on the operation: 

 𝑈𝑖𝑀6′, 𝑈𝑖𝑀7′, 𝑈𝑖𝑀8′, 𝑇𝐼𝐷𝑖′, 𝑎𝑛𝑑′𝑡𝑠𝑈′ be the intercepted values by the attacker during the 

original transmission. 

e. The original operation: 

 The user generates 𝑟𝑈2, 𝑟𝑈3, 𝑎𝑛𝑑 𝑡𝑠𝑈. 

 Computes: 

 𝑈𝑖M6=𝑇𝐼𝐷𝑖⊕𝑡𝑠𝑈 

 𝑈𝑖𝑀7 = 𝑟𝑈2 
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 𝑈𝑖𝑀8 = ℎ(𝑇𝐼𝐷𝑖 ⊕ 𝑡𝑠𝑈) 

 Transmits 𝑀6, 𝑈𝑖𝑀7, 𝑈𝑖𝑀8, 𝑇𝐼𝐷𝑖 , 𝑎𝑛𝑑 𝑡𝑠𝑈through a public channel, the information is sent 

to the gateway. 

f. The replay attack: 

 The attacker intercepts the previously transmitted values: 

 𝑈𝑖𝑀6′ −  𝑣𝑎𝑙𝑢𝑒 𝑜𝑓 𝑈𝑖𝑀6 intercepted by the attacker 

 𝑈𝑖M7′ - value of 𝑈𝑖M7 intercepted by the attacker 

 𝑈𝑖M8′ - value of 𝑈𝑖M8 intercepted by the attacker 

 ′𝑇𝐼𝐷𝑖 ′ - value of 𝑇𝐼𝐷𝑖 intercepted by the attacker 

 ′𝑡𝑠𝑈′ - value 𝑜𝑓 𝑡𝑠𝑈 intercepted by the attacker 

 The attacker replays these values to the gateway at a later time, impersonating the user's 

original request. 

g. Session specific temporary information attack: 

 Given Scenario:  

 The sensor node generates SK and computes:  

 𝑆𝑁𝑗𝑀1 = 𝑆𝐾 ⊕ 𝑆𝑖2, 

 𝑆𝑁𝑗𝑀2 = ℎ, (𝑆𝐾 ∥ 𝑇𝐼𝐷𝑖𝑛𝑒𝑤 )  

 𝑆𝑁𝑗𝑀3 = ℎ(𝑆𝑁𝑗𝑀1 ∥ 𝑆𝑁𝑗𝑀2 ∥ 𝑇𝑆𝐼𝐷𝑗 ). The sensor node replaces 𝑇𝐼𝐷𝑖 with 𝑇𝐼𝐷𝑖𝑛𝑒𝑤  and 

transmits 𝑆𝑁𝑗𝑀1, 𝑆𝑁𝑗𝑀2, 𝑎𝑛𝑑 𝑆𝑁𝑗𝑀3 through a public channel to the gateway. 

h. Potential Attack Scenario: 

 Attacker intercepts the values transmitted by the sensor node: 𝑆𝑁𝑗𝑀1, 𝑆𝑁𝑗𝑀2, 𝑎𝑛𝑑 𝑆𝑁𝑗𝑀3. 

 Attacker manipulates the intercepted data, particularly by altering the values of 

𝑆𝑁𝑗𝑀1, 𝑆𝑁𝑗𝑀2, 𝑎𝑛𝑑 𝑆𝑁𝑗𝑀3 using their own values or introducing a malicious payload. 

 Attacker transmits the manipulated values to the gateway through the same public channel. 
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3. ANALYSIS 

In this section, we have presented an examination of the Masud et al scheme [1] as follows. 

 Key escrow:In the transmission phase, the key escrow attack allows the unauthorized 

interception of 𝐼𝐷𝑖, compromising user identity confidentiality. This highlights the need for 

secure channels and robust encryption to prevent unauthorized access and safeguard sensitive 

data during transmission. 

  Attack involving Session-Specific Temporary Information:The sensor node generates 𝑆𝐾 

and computes 𝑆𝑁𝑗𝑀1=SK⊕𝑆𝑖2 [10-15]. Then, it calculates 𝑆𝑁𝑗𝑀1using a hash function ℎℎ with 

𝑆𝐾 and 𝑇𝐼𝐷𝑖new, and 𝑆𝑁𝐽𝑀3 using ℎ with 𝑆𝑁𝑗𝑀1, 𝑆𝑁𝑗𝑀2, and 𝑇𝑆𝐼𝐷𝑗 . An attacker intercepts and 

manipulates 𝑆𝑁𝑗𝑀1, 𝑆𝑁𝑗𝑀2, and 𝑆𝑁𝑗𝑀3before transmitting, potentially compromising the 

integrity of the data. 

 Overhead on gateway for each column:The overhead on the gateway for each column denotes 

the additional computational steps and checks performed at the gateway stage of the protocol, 

ensuring secure communication and authentication. These checks include verifying the freshness 

of transmitted values, validating the range of specific variables, and confirming the integrity of 

exchanged data to prevent potential security breaches. 

 Replay Attack: The attacker seizes the values UiM6 ′,UiM7 ′,UiM8 ′,𝑇𝐼𝐷𝑖 ′, and tsU ′ during the 

initial transmission, subsequently reproducing them at a later instance, mimicking the user's 

genuine request. This security flaw allows unauthorized parties to manipulate the system by 

reusing intercepted data, potentially leading to unauthorized access or malevolent activities. 

 Perfect forward secrecy: In the protocol, the sensor node transmits 𝑆𝐼𝐷𝑗  to the gateway 

securely, which computes𝑇𝑆𝐼𝐷𝑗  using a hash function ℎℎ and random number 𝑟4𝐺𝑊. During 

storage, the sensor node employs Perfect Forward Secrecy by generating a temporary session key 

𝐾𝑡𝑒𝑚𝑝 to encrypt the data, ensuring past communication confidentiality even if long-term keys 

are compromised. 
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5. CONCLUDING REMARKS AND FUTURE PROSPECTS 

The study of an IoMT authentication scheme highlights vulnerabilities including key escrow, session-

specific temporary information attacks, and replay attacks, underscoring the need for enhanced encryption 

and data integrity measures. Future research could explore advanced encryption protocols and blockchain 

integration to bolster IoMT security. 
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